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Abstract

Location based services (LBS) potentially put the privacy of individuals at risk. The
increased possibility to know people’s whereabouts is posing the question of possibility
versus desirability with regard to location privacy. The central question that this article
aims to answer is how location privacy needs of cell phone users may be balanced with
national security needs of society? Through a study of literature and rulings of the
European Court of Human Rights a balancing framework was developed. The framework
allowed for the assessment of the situation in the Netherlands, Germany and Canada with
respect to the location data from mobile devices used by intelligence and security
agencies to protect the national security. The research shows that the balancing should
account for the totality of the circumstances. A true balancing should be accomplished on
a case-by-case basis. It is not a priori to be determined whether and to what extent
location privacy is at stake. A proper balancing strongly builds on the balancing process,
especially when balancing is very context-sensitive. This process should be just with
adequate safeguards against abuse.
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1 Introduction

Location based services (LBS) are among these relatively new ICT developments that
potentially put the privacy of individuals at risk. LBS technology allows for tracking and
tracing the location of mobile phones or other terminal equipment. These are widely
available and becoming increasingly precise in defining a location, opening new
possibilities for government and commercial use of location information. Information
about people’s whereabouts, especially in combination with existing location information
about a person (see De Jong et al., 1997), may reveal detailed information about personal
profiles, relationships, and other aspects of personal life.

This paper addresses location privacy in the context of national security. The central
question that this paper aims to answer is how may location privacy needs of cell phone
users be balanced with national security needs of society? Special attention was provided
to the rulings of the European Court of Human Rights on the balancing of privacy and
national security interests.

A case study was used to apply a balancing framework to the existing balancing practices
in three countries: the Netherlands, Germany and Canada. These were performed through
literature studies on the current legislation, and court rulings on privacy and national



security. Confirmation with the findings was sought through interviews with
knowledgeable experts.

First, we will address the concept of privacy and location privacy. Then, we discuss
national security in Section 3. Section 4 provides the balancing framework. Section 5
uses this framework to assess adherence or non-adherence to the balancing principles. It
also addresses how in the case study the balancing between privacy and national security
interests is performed.

2 Privacy

Most people would affirm the importance of privacy. However, the sense of what must be
kept private differs from person to person. Privacy means different things to different
people (Westin, 2003, p.442). Some people love to give away their full personal life in
TV shows or YouTube, while others are very reserved in providing their phone number
or address. Penders (2004, p.253) has explained this behaviour in the confidentiality of
spheres. Within one sphere, for example the medical sphere, the work sphere, or private
home sphere, data can be exchanged and in certain instances one expects that data is
exchanged; e.g., the doctor exchanges your personal file with the hospital. However,
many would object against exchanging personal data between spheres. For example, your
doctor exchanging your medical file with your supervisor.

However, contexts may change and impact attitudes towards privacy (see Westin, 1967,
2003, p.433; Margulis, 2003; Koops and Leenes, 2005, p. 149).

2.1 Location privacy

Location privacy may be defined as the ability to control the extent to which personal
location information is being used by others. In the context of mobile devices, location
privacy is “the ability to prevent other parties from learning one’s current or past
location” (Beresford and Stajano, 2003).

The linkage of information to the earth makes the object or subject easy to identify, and
as a result easy to reach, and/ or to determine the relative position between two devices.
With data about a person's past and present locations, it is possible to impute aspects of
the person's (future) behaviour.

2.2 Context of the location information

The level of detail may not always be decisive for the judgment of an interference with
the right to privacy. Also the (ease to) link to a specific context is important. A
combination of an address or a location of a mobile device, and other information can
result in highly detailed and intimate personal data (see, for example, R. v. Plant). One
may argue that revealing such data may impose a serious threat to the privacy of the
individual that is linked to the device or address. For example, the device may be found
frequently at the location of a mental hospital, which may suggest that the individual has
a mental problem. Similar inferences can be drawn from visits to clinics, drugstores,
entertainment districts, political events, or ghetto areas with a criminal reputation (e.g.,
trailer home parks, scrap heap areas). Conclusions drawn from this information can



interfere with the daily life of the individual (see also Gruteser and Grunwald, 2004, p.13).
Linking location information to a °‘sensitive’ context will imply that the location
information also should be treated as sensitive information.

2.3 Timeliness of location information

Time may have similar characteristics as location. The knowledge of what one is doing
now may be considered private today. But twenty years from now, this information might
be irrelevant. In this respect, Cvrcek et al. (2006) found that location data of mobile
phones extracted in the first month seems to be most valuable: “An observer gets a lot of
information at the start of an observation period, such as their usual moving pattern.
Subsequent months add very little information, and can therefore be seen as less valuable
both from the point of the observer, and the person observed”. This holds of course until
the observed individual shows unusual behavioural patterns.

Generally, real-time location information is likely to be considered more sensitive than
one’s location in the past. In specific instances, however, this general guideline may not
apply. For example, if old location data is linked to a specific expectation (e.g., at work),
and it appeared that this expectation was falsified (e.g., with a mistress), the location
information might be personal information.

2.4 Use mode: active, passive, or no use

Also the use mode of a mobile device may influence the extent to which the right to
privacy is interfered with. We distinguished three types of use-modes: active use (e.g.,
calling), passive use (stand-by) and no use (device is turned off). The active use mode
includes communicating with another device or individual. The user is aware that he is
communicating with others. He even may be aware that his communications may be
noticed by others. This is less likely for passive use. Mobile telephones in the standby
mode may send transmissions to the local tower, enabling to track a person's movements
(Clarke, 2001, p.213; see also Gruteser and Grunwald, 2004, p.15). In addition, some
cell-phones can be activated from a distance (McCullagh, 2006). For example, providers
may install remotely software that may activate the microphone without the user’s
knowledge; so —called roving bugs (see US v. Tomero; McCullagh, 2006). Thus even if
the cell-phone is in the standby mode, it may still be tracked down to a location (see US v.
Forest). The more active the use, the less infringing the interference with the right to
privacy may be.

3 National security

The concept of national security is difficult to define because it is closely related to
subjective and sometimes emotional perceptions of administrations and military
authorities about the threats to national security (Loof, 2005, p.235; see also Roberts,
2002). National security aims to protect a nation from internal and external factors
threatening the continued existence of the norms that are the fundament of today’s society.
Therefore, a (democratic) constitutional state has the right to defend itself against
intrusions on its (territorial) integrity including intrusions from other states, or against
intrusions of the order of law within a state (Loof, 2005, p.105; see also Explanatory



report of Convention 108). National security may be defined as the universal process of
surveillance by authorities to enforce the rules and taboos of society (cf. Marx 2002, p.20;
Westin, 1967, p.20; UN Economic and Social Council Siracusa Principles).

National security is typically protected by agencies that operate in strict secrecy. Also
other parts of government may have a national security mandate, such as special law
enforcement units or a national coordinator assigned to coordinate activities directed a
protecting national security.

Technology allowing surveillance, such as location technology, is increasingly important
to protect national security. With respect to mobile devices, surveillance can be described
as the purposeful, routine and systematic recording by technology of individual’s
movements and activities in public and private spaces (DPWP, 2006). Location data of a
cell-phone can be very useful in complementing other special means, especially in
supporting the observation means (see Van de Pol, 2006, p.139). Location information of
mobile devices may also be useful for law enforcement or security and intelligence
services; who was where at the time of the crime, where did he go, with whom and where
is the suspect now (see, for example, Data Retention Directive 2006/24/EC, recital 11).
Further, it can be used to identify the risk-posing individuals and their networks (Mul et
al., 2005, p.26). It is also important in verifying the statements or testimonies of victims,
suspects, witnesses (Mul et al., 2005, p.26), or to assess or confirm the reliability of an
informant, although the legitimacy of such action is disputed in the literature. The
location of a cell-phone may further be linked to events that took place in the past in the
surroundings of that location suggesting that the cell-phone was at that specific time in
that place. Linking cell-phone and event may result in new, previously unknown, suspects.

4 Balancing framework of the European Court of Human Rights in its
rulings

The right to privacy is in most international treaties recognised as a fundamental human
right. The right is, however, not absolute. National security interests can justify a
limitation to the right to privacy. However, states may not, in the name of protecting
national security, adopt whatever measures they deem appropriate. As a practical fact,
absolute privacy is difficult to accomplish, but absolute security may be as problematic to
reach (see AIV, 2006, p.8). What is the proper balance between national security and
privacy? (O’Harrow Jr., 2005, p.13; Westin, 1967; Levi and Wall, 2004). The (European)
Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR) is at
the core of European privacy legislation. It addresses privacy in article 8:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others.



The ECtHR’s rulings on article 8 ECHR further specified and explained article 8. It
relates to homes, but also offices and business premises, communication such as
correspondence by mail but also telephone, fax and internet use, and thus covers
telephone tapping, strategic monitoring, and storage of information, among others (Myjer,

2007).

An analysis of the judgments of the European Court of Human Rights, together with the
European Convention of Human Rights, Convention 108 and OECD principles, results in
four general principles that need to be satisfied to interfere with the right to privacy for
purposes of national security (for details see Van Loenen and Zevenbergen, 2007):

Principle 1: Interference for national security purposes must have some basis in domestic
law, law must be accessible to all, and the means of interference should be foreseeable for
citizens.

Principle 2: A fair balance has to be struck between the demands of the general interest
and the interest of the individual.

Principle 3: Interference should be proportionate to the legitimate aim pursued.

Principle 4: Interference is only allowed if adequate and effective guarantees against
abuse exist.

Starting point in this section is that there is a need to address national security threats.
Question is then what means to use, for how long, among others. Special focus is on the
use of telecommunication data with respect to principles 2 and 3.

5 Applying the principles: case study results

5.1 Principle 2: A fair balance has to be struck between the demands of the general
interest and the interest of the individual.

Several requirements are a prerequisite for true balancing of privacy and national security
interests. First, the process itself must be just, that is, “the interests of all are fairly
represented’; and the outcome of the process must protect basic dignity and provide
“moral capital for personal relations in the form of absolute titles to at least some
information about oneself” (Walters, 2001, p.11).

From all the available means, the most effective may be selected. Then, it needs to be
assessed what the conditions need to be for using these means: what means may be used
when, for how long, and what safeguards need to be respected, among others. If the
selected means are telecommunications, the same questions will apply to the type of data
to be used. The answers to these questions may vary from place to place, and from
situation to situation.



5.2 Principle 3: Interference should be proportionate to the legitimate aim pursued.

According to the ECtHR’s settled case law, a legitimate aim needs to be pursued, and
there should be a "reasonable relationship of proportionality between the means
employed and the aim sought to be realised" (Marckx §33, Dudgeon §53). If the aim
sought can be realised with alternative less intrusive means, the ECtHR finds the
intrusion disproportionate (Olsson §83, Hatton §97). This principle is also known as the
subsidiary principle.

In circumstances of national security, the ECtHR has accepted that the margin of
appreciation available to the respondent country in assessing the pressing social need, and
in particular in choosing the means for achieving the legitimate aim of protecting national
security, is a wide one (see Leander §59; Weber §106).

5.2.1 Effective use of location data

It is unclear to which extent location information is a prerequisite to prevent urgent
threats. Preventing a threat would likely require additional measures, including physical
observation.

Data from cell-phones are not by definition reliable law enforcement means, however.
Some suspects use this knowledge to give their cell-phone to their husband on the day of
a robbery and use another (prepaid) cell-phone. This cell-phone may then be destroyed
directly after the robbery. The location data of a beacon only provides the location of the
object — and not necessarily also of the subject — on which the beacon was placed.
Location data of a cell-phone provides some evidence of the presence of a device at a
certain location at a certain time. However, it is not necessarily the nearest
telecommunication tower that is being used in the communications. It may very well be a
tower several kilometres away from the location of the cell-phone. In addition, in the
Netherlands, only traffic data is stored. Thus, only the tower used at the start of a
communication and the tower that is used at the moment of ending the communication
are stored. The telecommunication towers used in between are not stored. Therefore, fully
depending on the location data of a cell-phone for preventing a crime or for solving
crimes is insufficient.

5.2.2 Subsidiary criterion: assessing an order of privacy interfering means

The ECtHR and all case study countries apply the subsidiary criterion. The subsidiary
criterion rules that from the available appropriate measures, the one prospectively least
restrictive for the data subject shall be used. Data from publicly accessible sources (like
newspapers, flyers, programs, public events or government sources (e.g., police) are
considered less infringing than other means of data collection. Thus, only if publicly or
government accessible sources are insufficient (e.g., not timely available, unreliable, not
available), special means may be used.

Proportionality and subsidiarity seem to be principles that are very context-specific and
time-dependent. The content of these principles seems to differ with social and political
developments (see Nouwt et al., 2004, p.354).



5.2.3 Proportionality

The longer the period of observation, the more intimate the place of observation, the
higher the intensity or frequency of observation, the more accurate and timely the
information, and the more possibilities the supportive means provide, the higher the
chance that someone’s privacy will be interfered with.

Adherence to the proportionality requirement requires a case-by-case approach, which is
difficult to model to the greatest detail. Especially the assessment of the privacy impact of
the use location data is very context specific. Therefore, it is difficult to provide a
decisional framework in which a priori is decided what means are proportionate to use in
which situations. Use of most intruding means would typically be reserved for most
urgent threats. A privacy impact assessment (PIA) may be used to assess the privacy
impact of several selected effective means. Canadian federal agencies are required to
perform a privacy impact assessment for proposals for programs and services that raise
privacy risks (Lemieux, 2007).

5.3 Principle 4: Interference is only allowed if adequate and effective
guarantees against abuse exist.

In the context of national security, privacy protection may be synonym with a just
decision-making process and proper execution of the national security mandate. If the
quality of this process is central in protecting privacy the question is then: how to ensure
that the security and intelligence service is doing what it is supposed to do, no more and
no less in a way that infringes fundamental rights the least? Organisational remits may
prevent a situation in which authorities “take such liberties, in endeavouring to detect and
punish offenders, as are even more criminal than the offences they seek to punish”
(Westin, 1967, p.332). AIV (2006, p.52) argues that for the protection of fundamental
rights the role of independent judges as the legal protectors of these rights is of eminent
importance (see Klass; UN, 2005, par. 13-15). In the cases, we see that independent
authorities may have different roles.

5.3.1 Balancing of telecommunication data use: data from the case-
studies

Each country in the case study has a different regime for information related to or
concerning location. In the Netherlands, no independent authority is involved in the
decision to use special authorities by the intelligence and security agency. Only if the
operations involve the content of communications, the Minister has to approve use of the
measure. In Canada no distinction is made in the law between any type of information.
Although the Federal Court might be likely to easier accept or require lower standards for
requests concerning solely identification data compared to the full range of available
telecommunications data, this was not confirmed in this research. Depending on the
totality of the circumstances of a case, a greater or lesser reasonable expectation of
privacy may be found. The expectation of privacy in private areas, i.e., the home, is



greater than in public areas. In Germany, the decision model is most detailed developed
in the law. The independent G-10 commission needs to approve the surveillance of traffic
data and location data of mobile devices, putting these at the same level as the content of
communications.

Stand-by information cannot be requested by the security and intelligence agencies in the
Netherlands and Germany, while it can in Canada. Further, in all cases the processing of
sensitive personal data appears to require a similar level of approval as identifying data.
In Canada, this is the same high level of approval by the Courts. In Germany and the
Netherlands, this is at the level of the security and intelligence service. This latter
situation seems to ignore the universal understanding that these data are the most intimate
personal data. In the Netherlands, the sensitiveness of data concerning political opinions,
and trade-union membership is not represented in the approval hierarchy if to be
processed by intelligence agencies; it requires the lowest level of approval.

The detailed legislation in Europe may ignore the totality of the circumstances in the
decision to use a special means such as a wiretap, or real-time tracking of an individual.
This categorisation in law assumes that the right to privacy is a rather absolute concept
which can be applied in the same manner, whatever the specific circumstances of a case
may be. However, real-time location information may sometimes be considered very
privacy sensitive information, while the content of a nonsense conversation with a family
member may not. In addition, in some instances it is very sensitive information with
whom you communicated, no matter what was discussed or where it was discussed.
These nuances may not be part of the decision-making procedure to use special means
like wiretapping, or claiming location information. At least, they are not necessarily
acknowledged in the hierarchy of the approval structure.

5.3.2 Effectiveness of means and subsidiarity in case studies

To assess the effectiveness of available means, qualitative or quantitative data on the use
and effect of these means are a prerequisite. Only Canadian law requires the CSIS to
report yearly publicly the number of phone taps. In Germany and the Netherlands such a
requirement does not exist for phone taps. In all cases, no obligation exists to report on
the number of requests for traffic data, or location data of mobile devices. Therefore,
information on the use of these data is scant; their effectiveness remains unassessed.
Accordingly they, or the Minister cannot be held accountable for increases or decreases
of the number of request for these data.

Such a situation results in non-informed decisions (in parliament) that may shift the
balance between privacy and national security significantly. Politicians should be able to
take a balanced view on these matters that not only may impact individual citizens in the
short term, but might undermine the democratic values underlying our democratic society
in the long run. They can only do this through informed decision making. Informed
implies knowledge about the use and effect of current means, and the expected effect of
proposed means.

Concerning the effectiveness of means, we may take the number of phone taps as an
example to compare differences of used means between case study countries. These



numbers are only available for law enforcement. To provide some sense of the number of
wiretaps in the case study countries we use these numbers. In the Netherlands, the total
number of new tap orders for 2007 is likely to be in the range of 25 000 phone numbers
(see Ministry of Justice, 2008). This equals 151 taps per 100 000 citizens. In Canada, the
number of interceptions of telecommunication has dropped from 1 679 interceptions in
2002 (5.2 per 100 000 citizens) to 584 interceptions (1.8 per 100 000 citizens) in 2005
(Minister of Public Safety, 2007). In 2006, the number of taps in Germany on cellphones
was 35 816, and approximately 5 000 taps on traditional phones (Bundesnetzagentur,
2007). This amounts in approximately 50 taps per 100 000 citizens. Figure 1 shows the
differences.

These differences are difficult to explain, and raises the question whether some countries
may relatively easy approve the use of one of the most privacy-intruding means: the
phone tap. Do these countries truly balance law enforcement and national security
interests of society with other critical interests of society? And are these means assessed
to be more effective than alternative, but less privacy-infringing means?
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Figure 1: The approximate number of taps for law enforcement in the case-study countries per 100 000 citizens

6 Conclusion

How far the right to privacy should reach with respect to the location data from mobile
devices used by intelligence and security agencies to protect the national security depends
on the totality of the circumstances. Interferences with location privacy are very context
sensitive. A true balancing should be accomplished on a case-by-case basis. It is not a
priori to be determined whether and to what extent location privacy is at stake. Therefore,
proper balancing builds on the balancing process, especially when balancing is context-
sensitive. This process should be just with adequate safeguards against abuse.



The Canadian framework for deciding to use a special means, which is here
telecommunication data, to neutralise a national security threat, meets the requirements of
respecting the totality of the circumstances and adequate safeguards most adequately. The
Canadian law does not specify which means or data could be used in what specific
circumstances, but leaves this decision to an independent authority (Federal judge). The
use of the special means is reviewed actively by an independent review commission, and
information on the number and type of special means by the security and intelligence
agency is published.

Contrary to the transparency requirement of the European Court of Human Rights this
research suggests that law describing the available means to protect national security in
general terms will better respect the right to privacy then legislation describing in great
details when to use what means. Additional research is required to evidence this
hypothesis further.
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